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1
Decision/action requested

Accept the pCR for inclusion in TS 33.501.
2
References
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3
Rationale

How was the merger of 2244, clause 7, and 2396 into 2479 done?
All revisions added on 10 Oct were authored either by ‘gh171010’ or the name of the revision author points to the source document, 244 or 396.
2244, 7. X.1, was captured in an EN to 7.1.3.1.

2244, 7. X.2.1 and 7. X.2.2, were copied into 7.1.3.4.2 and 7.1.3.4.3.
2244, 7. X.3, was considered already covered by 7.1.3.2.

2396 was copied into 7.1.3.1.
The present pCR presents a new skeleton for clause 7.1 and Editor’s Notes pointing out possible content for the subclauses. The current content of clause 7.1 is moved to one of the new subclauses.

Our proposal is based on the following considerations: 

Security solutions for protecting the traffic exchanged between 5G network functions need a significant overhaul in 5G, compared to 4G, due to 

· the fact that NDS/IP has not been deployed as the security solution on 4G roaming interfaces at a large scale.

· the introduction of the service based architecture (SBA);

Protection of roaming interfaces: the lack of widespread deployment of NDS/IP on 4G roaming interfaces is probably due to the fact that the NDS/IP solution (a 3GPP-defined profile of IKE and IPsec) specified in TS 33.210 and, for the LTE backhaul, in TS 33.401, does not properly take into account the challenges posed by the structure of the IPX intereconnection network. This structure includes the presence of intermediaries, e.g. DIAMETER Routing Agents, that may modify messages. This led GSMA FASG DESS to study security applied to specific DIAMETER AVPs at the application layer, rather than using network layer security like in NDS/IP, cf. the LS from SA3 to DESS in S3-172175. SA3 has already agreed requirements for e2e Core Network Interconnection Security in TS 33.501, clause 5.7. A companion pCR in S3-172476 proposes modifying the agreed requirements. Solutions to satisfy these requirements are, hence, also needed. If such solutions can be included by reference to specifications from other bodies, so much the better. But it should be noted that the solutions currently developed by DESS may not carry over to 5G, at least not unmodified, because 5G does no longer use DIAMETER as the protocol for roaming interfaces, but rather HTTP/2, see next paragraph. 
Service based architecture: SA3#88bis received LSs on SBA from SA2 in S2-176552, from CT3/CT4 in C3-174370, and from CT4 (with SA3 only cc’ed) in C4-174311. 
C3-174370 informs SA3 that HTTP/2 is adopted as the application layer protocol for the service based interfaces, with the transport protocol being TCP. It therefore needs to be investigated whether NDS/IP is still sufficient as the wholesale solution for interconnection network security, or whether further solutions need to be considered. TLS may be more appropriate in some cases. In other cases, only e2e security solutions at the application layer may be appropriate; this may involve determining the equivalent of DIAMETER AVPs in the 5G SBA and finding security solutions for this equivalent. 
S2-176552 informs SA3 that some interfaces between 5G Network Functions will use SBA (e.g. N12 between AMF and AUSF) while other interfaces will continue to use DIAMETER or GTP, e.g. the backhaul link interfaces N2 and N3. When defining security solutions, SA3 will therefore have to distinguish between these two types of interfaces. 
It is further proposed to send an LS to SA2, CT3, CT4 and GSMA FASG DESS, attaching the present pCR and the companion pCR in S3-172476 on the modified requirements for e2e Core Network Interconnection Security. GSMA FASG DESS should be offered close cooperation on e2e security also for 5G. 

4
Detailed proposal

********************Start of pCR***************

7.1
Protection of interfaces between 5G Network Functions
7.1.1
General
This clause applies only to signalling interfaces, with the exception of N3 (user plane interface between the access network and the core network). 
Editor's Note: It is ffs whether to include further user plane interfaces here. 
Editor's Note: Whether to include management interfaces here is FFS.
Editor's Note: The security of the F1 interface is FFS.
7.1.2
Interfaces based on DIAMETER or GTP
7.1.2.1
General
7.1.2.2
Protection at the network layer
Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   

Here, the solution from EPS can be adapted to use in 5G. 
The protection of IP based interfaces for 5GC and 5G-AN shall be done according to NDS/IP as specified in TS 33.210 [3]. Traffic on interfaces carrying control plane signalling shall be integrity protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 

NOTE 1:
According to TS 33.210 [3] and TS 33.310 [5], in case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection.


Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [4] as profiled by TS 33.210 [3]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 

Editor's Note: Whether IPsec support is mandatory or optional for 5G CN entities is FFS. 

Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. The certificates shall be implemented according to the profile described by TS 33.310 [5]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [5].
QoS considerations
If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header's DSCP, the resulting traffic may be reordered to the point where the receiving node's anti-replay check discards the packet. If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [6]. 

Editor's Note: This might need to be revised depending on the progress on the QoS architecture in other working groups.

7.1.2.3
Protection at the application layer
Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   

Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is to take into account the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
7.1.2.4
Authorization aspects

Editor's Note: it is ffs whether this subclause is needed. It was implicit in NDS/IP in earlier generations, but application layer protection may entail new aspects. 
7.1.3
Service Based Interfaces 

7.1.3.1
General
Editor's Note: Service Based Interfaces use HTTP/2 which natively supports TLS 1.2. It is FFS if the use of TLS 1.3 should be mandated when using TLS and whether additional security measures (e.g Protecting JSON data using JOSE) are required.
Editor's Note: This clause is to take into account the NF registration and authentication procedure.
7.1.3.2
Protection at the network or transport layer
Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   
Editor's Note: Is to be considered here e.g. whether TLS would be more suitable than IPsec (NDS/IP) for service based interfaces. 
7.1.3.3
Protection at the application layer
Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   
Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
7.1.3.4
Authorization aspects

7.1.3.4.1
General

Editor's Note: this subclause is to cover how an HTTP-based service request can be authorized. 
7.1.3.4.2
Authorization of NF service discovery

Editor’s Note: This content addresses the authorization of NF service discovery.
7.1.3.4.3
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.
********************End of pCR***************

